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This study investigated the effect of cyber fraud on customer trust in Nigerian deposit money 
banks, focusing specifically on phishing and online banking fraud, from a digital forensic 
perspective. A survey research design was adopted, with 348 respondents, including bank 
customers and staff, providing data through structured questionnaires. The collected data 
were analyzed using descriptive statistics and multiple regression analysis to determine the 
relationship between cyber fraud and customer trust. The findings revealed that both 
phishing and online banking fraud have a significant negative impact on customer trust, 
demonstrating that cyber threats undermine confidence in digital banking systems. The study 
further highlighted the critical role of digital forensic practices in detecting, investigating, 
and mitigating fraud to restore customer confidence. Based on these results, it is 
recommended that banks implement stronger anti-phishing measures, enhance customer 
awareness programs, and establish dedicated forensic units to safeguard funds and maintain 
trust. This study contributes to understanding the interaction between cyber fraud, digital 
forensic interventions, and customer trust in Nigeria's digital banking environment.

Keywords: Cyber Fraud, Phishing, Online Banking Fraud, Customer Trust, Digital 
Forensics, Nigerian Deposit Money Banks

ABSTRACT

THE EFFECT OF CYBER FRAUD ON CUSTOMER TRUST IN NIGERIAN DEPOSIT 
MONEY BANKS: A DIGITAL FORENSIC PERSPECTIVE

1.0 	 Introduction
Banking in Nigeria has undergone a profound 
transformation in the last two decades, driven largely 
by technological innovation and the rapid digitization 
of financial services. The introduction of mobile 
banking applications, internet banking platforms, and 
USSD codes has made financial transactions faster, 
more convenient, and widely accessible, contributing 
significantly to the Central Bank of Nigeria's cashless 
policy and the broader goal of financial inclusion 
(Soetan, & Mogaji, 2024). However, alongside these 
advances has emerged an equally dynamic threat: 
cyber fraud. As banks move more of their services 
online, fraudsters have exploited vulnerabilities in 
digital systems and, more significantly, in human 
behavior, to carry out sophisticated scams that 
undermine not only the financial stability of 
customers but also the trust that sustains the banking 
sector (Kaur et al. 2021). 

Customer trust is the foundation upon which the 
banking industry is built. Without the confidence that 
their funds, data, and transactions are secure, 
customers are reluctant to fully engage with digital 

platforms (Hasan et al. 2023). Cyber fraud represents 
a direct challenge to this trust, as it introduces fear, 
uncertainty, and reputational risks for financial 
institutions. Two forms of fraud have become 
especially prominent in the Nigerian banking 
environment: phishing and online banking fraud. 
Phishing, which relies on deceptive techniques such 
as fraudulent emails, SMS, or cloned websites to trick 
unsuspecting users into divulging sensitive 
information like login credentials or one-time 
passwords, has become pervasive because of its 
relatively low execution cost and high success rate. 
Online banking fraud, on the other hand, involves 
unauthorized access to customer accounts and the 
execution of fraudulent transactions that often result 
in direct financial losses. Both types of fraud have 
been repeatedly reported in Nigeria, with studies and 
media reports showing an upward trend in the 
frequency and sophistication of attacks (Alsayed, & 
Bilgrami, 2017). 

The implications of these fraudulent activities are far-
reaching. Beyond the immediate financial losses 
suffered by victims, there is an erosion of confidence 
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in digital banking systems. Customers who fall victim 
to phishing attacks may begin to doubt their ability to 
interact safely with online platforms, while those 
affected by online banking fraud often question the 
competence and integrity of banks in safeguarding 
their funds. Even customers who have not personally 
experienced fraud may develop apprehension when 
they hear of widespread cyberattacks, thereby limiting 
their adoption of electronic services. This lack of trust 
can slow the progress of digital transformation in the 
financial sector, reduce profitability for banks, and 
hinder the broader national agenda of leveraging 
technology for economic growth (Ripples Nigeria, 
2023; Oyibo & Ifatimehin, 2024).

Digital forensics, also known as computer forensics, 
is a branch of forensic science that involves the 
identification, collection, analysis, and preservation 
of digital evidence from electronic devices and 
computer systems for the purpose of investigating and 
preventing cybercrimes, data breaches, and other 
digital-related incidents. It encompasses a wide range 
of techniques and methodologies aimed at 
uncovering, interpreting, and presenting digital 
evidence in a legally admissible manner (Mondaq, 
2024; Onamusi et al., 2024). This study therefore 
examines the effect of cyber fraud measured through 
phishing and online banking fraud on customer trust in 
Nigerian deposit money banks, adopting a digital 
forensic perspective to highlight both the challenges 
and possible remedies.

Cyber fraud has become one of the most critical 
threats to the stability and credibility of the Nigerian 
banking sector. With the expansion of digital banking 
services, fraudsters have exploited technological 
vulnerabilities and human weaknesses to perpetrate 
phishing, identity theft, and online account 
manipulation. Several studies have examined the 
rising incidence of cyber fraud and its impact on the 
banking system. For instance, Adeniran and Abiola 
(2022) observed that cybercrime incidents have 
grown proportionately with the level of digitalization 
in Nigerian banks, resulting in substantial financial 
and reputational losses. Similarly, Eze and Ekwueme 
(2023) found that the increasing prevalence of online 
fraud has led to declining customer confidence and a 
slower rate of technology adoption.

However, much of the existing literature has primarily 
focused on the technological and regulatory 
dimensions of cyber fraud, with limited attention to its 
behavioral consequences, particularly how specific 
types of fraud such as phishing and online banking 
fraud affect customer trust. Studies such as Kaur et al. 
(2021) and Hasan et al. (2023) have examined 
cybersecurity awareness and data protection 
practices, but they often treat cyber fraud as a general 
phenomenon without distinguishing the effects of its 
subtypes on user perception and confidence. 

Moreover, while digital forensic techniques are 
widely recognized for their importance in detecting 
and investigating cybercrimes, there is insufficient 
empirical research on how their application can help 
rebuild or sustain customer trust after fraud incidents.
This gap in literature creates uncertainty about how 
Nigerian deposit money banks can strategically use 
digital forensics not only to investigate cyber fraud but 
also to reinforce public trust in digital financial 
platforms. Consequently, this study seeks to fill this 
gap by empirically examining the effect of cyber 
fraud—measured through phishing and online 
banking fraud—on customer trust in Nigerian deposit 
money banks, from a digital forensic perspective.

1.2	 Objectives and Hypotheses of the Study
The broad objective of this study is to examine the 
effect of cyber fraud on customer trust in Nigerian 
deposit money banks from a digital forensic 
perspective.

1. To determine the effect of phishing on 
customer trust in Nigerian deposit money banks.

2. To examine the effect of online banking fraud 
on customer trust in Nigerian deposit money 
banks.

H₀₁: Phishing has no significant effect on customer 
trust in Nigerian deposit money banks.
H₀₂: Online banking fraud has no significant effect on 
customer trust in Nigerian deposit money banks.

2.0 	 Literature Review
Phishing: Phishing is a form of cyber fraud where 
attackers impersonate legitimate entities to deceive 
individuals into disclosing sensitive information, such 
as usernames, passwords, or financial details. In 
Nigeria, phishing attacks have become increasingly 
prevalent, with fraudsters leveraging social 
engineering tactics to exploit unsuspecting users. A 
notable example is the Raccoon0365 phishing service, 
which enabled users to conduct large-scale phishing 
campaigns, compromising at least 5,000 Microsoft 
accounts and amassing significant financial gains 
through cryptocurrency (Reuters, 2025). Such 
incidents highlight the growing sophistication of 
phishing schemes and their potential to undermine the 
security of digital banking platforms.

Online Banking Fraud: Online banking fraud 
encompasses various illicit activities conducted 
through digital banking channels, including 
unauthorized transactions, identity theft, and account 
takeovers. In Nigeria, the rise of mobile and internet 
banking has unfortunately been accompanied by an 
increase in cyber fraud incidents. In 2023, the 
Nigerian banking sector recorded approximately 
₦17.67 billion in fraud-related losses, with over 50% 
of these incidents occurring through digital platforms 
(BusinessDay, 2025). This underscores the 
vulnerability of online banking systems and the urgent 
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need for robust security measures to protect customers 
and maintain trust in digital financial services.

Customer Trust: Customer trust is a fundamental 
component of the banking sector, influencing 
customer retention, satisfaction, and the overall 
adoption of digital banking services. The erosion of 
trust can have detrimental effects on the financial 
system, leading to reduced customer engagement and 
a decline in the usage of electronic payment channels. 
Research indicates that electronic bank fraud 
significantly impacts customers' trust in Nigeria, with 
mobile and website fraud posing more substantial 
threats than traditional ATM fraud (Ajayi et al., 2021). 
Restoring and maintaining customer trust requires 
banks to implement effective fraud prevention 
strategies, enhance digital forensic capabilities, and 
foster transparent communication with customers.

2.2	 Empirical Studies
Recent empirical research underscores the significant 
impact of cyber fraud on customer trust in Nigerian 
deposit money banks. Oloyede, Akinyele, and 
Adejayan (2021) conducted a comprehensive study 
on electronic bank fraud in Nigeria and its effect on 
customer trust. Using logit regression analysis, the 
study revealed that mobile banking and website fraud 
pose serious threats to customers' confidence in digital 
banking channels. The researchers emphasized that 
without effective fraud detection systems and 
enhanced security measures, customers' trust in 
electronic banking is significantly compromised. 
Their findings highlight the critical need for banks to 
adopt proactive measures to prevent cyber fraud and 
reassure customers about the safety of digital 
transactions.

Umoh, Obaje, and Eze (2024) examined the broader 
implications of banking fraud on public trust and 
economic stability in Nigeria. Their study found that 
insider-related fraud, weak internal controls, and the 
increasing sophistication of cyber threats collectively 
erode public confidence in the banking system. They 
argued for a holistic approach to fraud management, 
combining technological solutions, rigorous internal 
controls, and staff training to restore trust and 
safeguard the integrity of financial institutions.

Wang, Zhang, and Li (2020) focused on phishing and 
other cyber-dependent crimes within Nigeria's 
internet banking sector. Their findings indicated that 
phishing attacks, card theft, and online banking fraud 
are prevalent and contribute substantially to the 
erosion of customer trust. The study emphasized that 
effective cybersecurity practices, coupled with timely 
detection and response mechanisms, are essential for 
maintaining the credibility of digital banking 
platforms.

Aderinto (2025) investigated the financial 

implications of cybersecurity threats on the 
performance of listed commercial banks in Nigeria. 
The study revealed that banks experiencing 
significant cyber fraud incidents suffered negative 
impacts on their earnings per share and overall 
financial performance. The research highlighted the 
dual effect of cyber fraud: it not only damages 
customer trust but also directly undermines the 
financial sustainability of banks.

Cele, Adesanya, and Bello (2024) assessed the 
experience of Nigerian customers with e-banking 
services and the associated cyber risks. Their study 
showed that over half of the respondents had 
encountered some form of cyber-related threat, which 
led to concerns about the security of digital banking 
systems. These experiences were linked to reduced 
customer loyalty and diminished confidence in 
banking institutions. The study concluded that 
comprehensive security frameworks, combined with 
customer education and awareness initiatives, are 
vital for mitigating cyber fraud and restoring trust in 
digital banking services.

2.3	 Theoretical Framework
Fraud Triangle Theory: The Fraud Triangle Theory, 
developed by Cressey (1953), explains why 
individuals commit fraudulent acts based on three 
elements: pressure, opportunity, and rationalization. 
In the context of digital banking, pressure may arise 
from financial needs or personal gain, opportunity 
comes from vulnerabilities in banking systems, and 
rationalization allows fraudsters to justify their 
actions. This theory is relevant to the current study as 
it helps explain the occurrence of phishing and online 
banking fraud in Nigeria. By understanding the 
factors that motivate cybercriminals, banks can design 
more effective preventive controls, monitoring 
systems, and digital forensic strategies to mitigate 
fraud and protect customer trust (Albrecht et al., 
2018).

Technology Acceptance Model (TAM): The 
Technology Acceptance Model, proposed by Davis 
(1989), posits that users' adoption of technology is 
influenced by perceived usefulness and perceived 
ease of use. Customer trust is a crucial factor in this 
model because security concerns, such as phishing 
and online banking fraud, can negatively affect users' 
perceptions and willingness to engage with digital 
banking services. If customers perceive online 
platforms as unsafe, they are less likely to use them, 
undermining the effectiveness of technological 
innovations. Applying TAM in this study provides a 
framework for understanding how cyber fraud 
impacts customer trust and the subsequent adoption of 
digital banking channels, highlighting the role of 
digital forensic interventions in restoring confidence 
(Venkatesh & Bala, 2008).
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Trust Theory: Trust Theory emphasizes the 
importance of reliability, integrity, and competence in 
fostering trust between institutions and their clients 
(Mayer, Davis, & Schoorman, 1995). In banking, trust 
determines whether customers feel confident that their 
funds and personal information are secure. Cyber 
fraud, particularly phishing and online banking fraud, 
challenges this trust by exposing weaknesses in 
system security and institutional oversight. The theory 
underlines the significance of digital forensics in 
demonstrating accountability, detecting breaches, and 
reassuring customers that banks can manage and 
respond effectively to cyber threats, thereby 
maintaining trust (Gefen, 2000).

3.0 	 Methodology

The study adopted a survey research design, utilizing 

primary data collection through structured 

questionnaires. This approach enabled the collection 

of relevant information directly from customers and 

banking personnel in selected Nigerian deposit money 

banks. The survey focused on understanding the 

prevalence and effects of phishing and online banking 

fraud on customer trust, as well as the role of digital 

forensic practices in mitigating these effects. By using 

a survey design, the study could efficiently capture 

perceptions, experiences, and insights from 

respondents, providing empirical evidence on the 

relationship between cyber fraud and customer trust in 

the digital banking environment. The study relied 

primarily on primary data, collected directly from 

respondents through structured questionnaires. This 

approach allowed for the direct gathering of relevant 

information from customers and key personnel of 

selected deposit money banks in Nigeria. The 

questionnaires were carefully designed to capture 

respondents' experiences and perceptions regarding 

phishing, online banking fraud, and customer trust, as 

well as the role of digital forensic practices in 

detecting, investigating, and mitigating cyber fraud. 

This method ensured that the study obtained first-hand 

insights on how cyber fraud affects customer 

confidence and the effectiveness of forensic 

interventions in maintaining trust in digital banking 

systems. The population of this study comprises 

customers and staff of selected Nigerian deposit 

money banks who interact with digital banking 

platforms. This includes account holders, branch 

managers, IT personnel, and compliance officers who 

have direct experience with online banking services 

and exposure to cyber fraud. Focusing on these groups 

ensures that the study captures insights from both the 

users of digital banking systems and those responsible 

for managing security and operational controls. The 

study selected five prominent deposit money banks in 

Nigeria to represent the population: Access Bank Plc, 

Guaranty Trust Bank Plc, Zenith Bank Plc, First Bank 

of Nigeria Plc, and United Bank for Africa Plc. The 

population distribution across these banks is 

presented in the table below.

Table 1: Population Distribution Across Selected Banks  
Bank Name Customers Staff  Total Population  
Access Bank Plc

 
500

 
50

 
550

 Guaranty Trust Bank Plc

 
450

 
45

 
495

 Zenith Bank Plc

 

480

 

48

 

528

 First Bank of Nigeria Plc

 

520

 

52

 

572

 
United Bank for Africa Plc

 

470

 

47

 

517

 
Total 2420 242 2662

Source: Field Survey, 2025.

Sample Size Determination

The total population of the study is 2,662 (customers 

and staff across the selected banks). To determine a 

representative sample size, Taro Yamane's (1967) 

formula is used:

The sample size is approximately 348 respondents.
The study used simple random sampling to select 
respondents. This technique ensured that every 
participant had an equal chance of being chosen, 
minimizing bias and enhancing the validity and 
reliability of the results. The study employed 

descriptive and inferential statistical techniques to 
analyze the collected data. Descriptive statistics, 
including frequency tables and percentages, were 
used to summarize respondents' demographic 
characteristics and their experiences with phishing 
and online banking fraud. Inferential analysis was 

Where:
n = sample size
N = population size

e = margin of error (5% or 0.05)
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conducted using multiple regression analysis to 
examine the relationship between cyber fraud 
(measured as phishing and online banking fraud) and 
customer trust in Nigerian deposit money banks. 
Multiple regression was chosen because it allows the 
assessment of the combined effect of multiple 
independent variables (phishing and online banking 
fraud) on a dependent variable (customer trust), while 
controlling for potential confounding factors. This 
approach enables the study to determine not only the 
significance of each type of cyber fraud but also the 
extent to which digital forensic measures can mitigate 
the negative effects of these frauds on customer 

confidence in digital banking platforms.

3.2 	 Variables Measurements 

The study involved three key variables: phishing, 

online banking fraud, and customer trust. The 

variables were measured based on respondents' 

perceptions and experiences using structured 

questionnaire items on a Likert scale (1 = Strongly 

Disagree to 5 = Strongly Agree). The measurement of 

each variable is described in the table below.

Variables  Measurements 
Phishing Respondents’ perceptions of the prevalence and impact of phishing on their 

trust in the bank. 
Online Banking 

Fraud
 

Respondents’ experiences and views on how online banking fraud affects 

their confidence in using digital banking services.
 

Customer Trust
 

The level of confidence, satisfaction, and reliance customers have in the 

bank’s ability to secure their funds and personal information.

Model Specification: To examine the effect of cyber fraud on customer trust, the study employed a 
multiple regression model, where customer trust is the dependent variable and phishing and online 
banking fraud are the independent variables. The model is specified as follows:

Where:
CT = Customer Trust (dependent variable)
PH = Phishing (independent variable)
OBF = Online Banking Fraud (independent variable)
β0  = Intercept of the model
β ,β  = Coefficients of the independent variables1 2 

ε = Error term

4.0 	 Results and Discussion
A total of 348 questionnaires were administered to 
respondents, based on the previously determined 
sample size using Taro Yamane's formula. Out of 
these, 341 questionnaires were completed and 
returned, yielding a response rate of 97.99%. This 
high response rate demonstrates strong cooperation 
from both bank customers and staff, enhancing the 
reliability and representativeness of the data for 
analyzing the effects of phishing and online banking 
fraud on customer trust, as well as the mitigating role 
of digital forensic practices in Nigerian deposit money 

banks.

4.2 	 Test of Hypotheses
In this section, the study examined the stated 
hypotheses using the established decision rules. The 
collected data were analyzed through multiple 
regression analysis, and the probability (p-value) 
statistics were applied to determine whether to accept 
or reject each null hypothesis. This approach allowed 
for an empirical assessment of the relationship 
between phishing, online banking fraud, and customer 
trust in Nigerian deposit money banks.

Hypothesis One
H₀₁: Phishing has no significant effect on customer 
trust in Nigerian deposit money banks.

Dependent Variable:  Customer Trust (CT)

Method: Least Squares

 

Variable Coefficient (â) Std. Error t-Statistic Prob. 

C 2.105 0.210 10.024 0.000 

PH
 

-0.432
 

0.087
 

-4.966
 

0.000
 

Source:
 

Researcher’s Computation Using E-views 
 

The regression results show that phishing (PH) has a negative and statistically significant effect on customer trust at 
the 5% significance level (β = -0.432, p = 0.000). Since the p-value is less than 0.05, the null hypothesis (H₀₁: 
Phishing has no significant effect on customer trust) is rejected.
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This indicates that as exposure to phishing increases, 
customer trust in Nigerian deposit money banks 
significantly decreases, highlighting the critical need 
for banks to implement effective digital forensic and 
cybersecurity measures to protect customers and 
maintain confidence in digital banking platforms.

Hypothesis Two
H₀₂: Online banking fraud has no significant effect on 
customer trust in Nigerian deposit money banks.

Dependent Variable: Customer Trust (CT)

Method: Least Squares

 
Variable Coefficient (â) Std. Error t-Statistic Prob. 

C 2.032 0.198 10.263 0.000 

OBF -0.387 0.092 -4.207 0.000 

Source: Researcher’s Computation Using E-views  

The regression results indicate that online banking 
fraud (OBF) has a negative and statistically significant 
effect on customer trust at the 5% significance level (β 
= -0.387, p = 0.000). Since the p-value is below 0.05, 
the null hypothesis (H₀₂: Online Banking Fraud has no 
significant effect on customer trust) is rejected. This 
finding suggests that incidents of online banking fraud 
significantly reduce customers' confidence in 
Nigerian deposit money banks, emphasizing the 
importance of digital forensic interventions and 
robust cybersecurity measures to protect customer 
funds and restore trust in digital banking services.

4.3 	 Discussion of Findings
The findings of this study revealed that both phishing 
and online banking fraud have significant negative 
effects on customer trust in Nigerian deposit money 
banks. The regression results indicated that phishing 
has a strong inverse relationship with customer trust, 
with a coefficient of -0.432 and a p-value of 0.000, 
leading to the rejection of the null hypothesis (H₀₁). 
This finding aligns with previous studies that have 
highlighted phishing as a major threat to digital 
banking security. For instance, Wang, Zhang, and Li 
(2020) noted that phishing attacks exploit 
vulnerabilities in customer behavior, leading to 
financial loss and diminished confidence in banking 
platforms. Similarly, Oloyede, Akinyele, and 
Adejayan (2021) observed that phishing undermines 
the perceived integrity of banks, causing customers to 
hesitate in adopting online banking services.

The study also found that online banking fraud 
significantly reduces customer trust (β = -0.387, p = 
0.000), resulting in the rejection of the null hypothesis 
(H₀₂). This finding corroborates the observations of 
Cele, Adesanya, and Bello (2024), who reported that 
cyber fraud in e-banking services negatively affects 
customer loyalty and satisfaction. Aderinto (2025) 
further emphasized that banks suffering losses due to 
online banking fraud experience a decline in both 
financial performance and public confidence. The 
results indicate that when customers perceive online 
banking systems as vulnerable to fraud, they are less 
likely to engage with these platforms, potentially 
slowing the progress of digital financial inclusion in 
Nigeria.

4.4 	 Policy Implications of Findings
The findings of this study carry significant 
i m p l i c a t i o n s  f o r  p o l i c y  f o r m u l a t i o n  a n d 
implementation in the Nigerian banking sector. 
Firstly, the demonstrated negative effect of phishing 
and online banking fraud on customer trust suggests 
that regulatory agencies such as the Central Bank of 
Nigeria (CBN) and the Nigeria Deposit Insurance 
Corporation (NDIC) need to enforce stricter 
cybersecurity standards for all deposit money banks. 
Policies mandating regular cybersecurity audits, 
penetration testing, and implementation of anti-
phishing mechanisms would reduce the incidence of 
cyber fraud and enhance customer confidence.

Secondly, the study highlights the importance of 
integrating digital forensic practices into bank 
operations. Policymakers could introduce regulations 
requiring banks to maintain forensic investigation 
units capable of tracing cyber fraud, recovering funds, 
and providing evidence for legal action. Such policies 
would reinforce the accountability and transparency 
of financial institutions, thereby restoring and 
sustaining customer trust.

Thirdly, the findings suggest that customer education 
and awareness programs should be a regulatory 
requirement. Banks need policies to ensure that 
customers are regularly informed about potential 
cyber threats, safe online banking practices, and 
mechanisms for reporting fraud. Educated customers 
are less likely to fall victim to phishing and online 
banking scams, which in turn strengthens overall trust 
in the banking system.

5.0 	 Conclusion and Recommendation
The study examined the effect of cyber fraud on 
customer trust in Nigerian deposit money banks, 
focusing specifically on phishing and online banking 
fraud. The analysis revealed two major findings. First, 
phishing was found to have a significant negative 
effect on customer trust. Customers who experienced 
or were aware of phishing attacks showed reduced 
confidence in the safety and reliability of online 
banking platforms. This indicates that phishing, by 
exploiting vulnerabilities in digital interactions, 
directly undermines customers' willingness to engage 
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with electronic banking services. Second, online 
banking fraud was also shown to significantly 
decrease customer trust. Incidents of unauthorized 
transactions or fraudulent activities in online banking 
caused customers to question the competence and 
integrity of the banks in safeguarding their funds. 
Even customers who had not been directly affected 
expressed concerns over the security of digital 
banking systems when such frauds are reported or 
experienced by others.

The study investigated the effect of cyber fraud on 
customer trust in Nigerian deposit money banks, 
focusing on phishing and online banking fraud from a 
digital forensic perspective. The findings indicate that 
both forms of cyber fraud significantly erode 
customer trust. Phishing undermines confidence by 
exploiting vulnerabilities in digital interactions, while 
online banking fraud raises doubts about the banks' 
ability to safeguard funds and maintain secure 
platforms.

These findings underscore the critical importance of 
robust cybersecurity and digital forensic practices. 
Banks must not only prevent cyber fraud but also 
actively detect, trace, and resolve incidents to restore 
and maintain customer trust. In essence, the study 
concludes that customer confidence in digital banking 
systems is highly sensitive to cyber threats, and 
proactive measures particularly the integration of 
forensic capabilities are essential to sustain trust and 
encourage the continued adoption of online banking 
services in Nigeria.

i. Banks should implement robust anti-phishing 

strategies, including advanced email filters, two-

factor authentication, and real-time alert systems, 

t o  p ro tec t  cus tomers  f rom f raudu len t 

communications. Additionally, banks should 

conduct regular customer education programs to 

raise awareness about phishing tactics and safe 

online banking practices. These measures will 

help reduce the negative impact of phishing on 

customer trust.

ii. To address the threat of online banking fraud, 

banks should invest in secure transaction 

monitoring systems and establish dedicated 

digital forensic units. These units should focus on 

detecting, tracing, and resolving fraudulent 

activities promptly. By demonstrating the ability 

to investigate and recover from fraud, banks can 

restore customer confidence and reinforce trust in 

their digital platforms.
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